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Evolution of CT

Chrome requires SCTs 
for EV certs

Apple requires SCTs

Chrome requires SCTs

SCT Auditing

RFC6962

First CT log public

First temporal log One Google Log 
policy removed

static-ct-api

b!tfl!p

crt.sh

Diginotar

2011 2012 2013 2014 2015 2016 2017 2018 2019 2020 2021 2022 2023 2024

b!tfl!p



What happens if the log fails?



What happens if the log fails?

oops.



What happens if   a    log fails?

nothing



From one log to multiple logs
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Why logs fail?

Integrity loss Bitflips

An entry is never included in the log

Scalability         Logs grow fast

        Make sure you don’t run out of disk!

Compromise?

Availability Can’t write to the log

Can’t read from the log

…

        Unwanted data

        Split view



Number of certificates expiring every year*



How to configure clients with multiple logs?



How to configure clients with multiple logs?

Push a log list with your binary!



How to configure clients with multiple logs?

Wait, how often do you update your binary?



How to configure clients with multiple logs?

List of trusted logs Client

pushDynamic push mechanism 

v1 v1

v1

Signing

Timestamping:
When do you start trusting a log?
When do you stop trusting a log?
How do you communicate this? 

How do you update your schema?

images: Flaticon.com



What happens if your entire company is compromised?

😬



What happens if one entire company is compromised?





Multiple operators
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What logs should you trust, and when?

List of trusted logs Client

push

                 +------------------------+
                 |                        |
                 |                        V
PENDING ---> QUALIFIED ---> USABLE ---> READONLY----+
   |           |   |        |   |         |         |
   |           |   |        |   |         V         |
   |           |   +--------|---+----> RETIRED      |
   |           |            |             |         V
 +-----------+------------+-------------+----> REJECTED

Compliance monitoring

images: Flaticon.com



Chrome's policy

SCTs from two+ log operators,
with one+ still trusted.



Running a log can be hard

Big responsibility

Append only, publicly writable, publicly visible, signed

System and human resources commitment

Business opportunity

Critical for the internet

We are taking steps to make it easier



Thank you



Verification
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CT doesn't help when you don't look for misissuance

Only site owners can ID misissuance

● Nearly infinite site owners must opt-in
● Competes with cognitive burden of 

securing a site (e.g. CSP)
● No turn-key and free options

Centralize and automate detection

● Scaling people is really hard
● Avoid opt-in models
● Ensure end-to-end value

CT



CT doesn't help when you don't/can't act on alerts

How to detect mis-issuances?

Big orgs
● difficult to route
● false positives
● may be ignored

Small orgs
● how do I investigate?
● How do I report?

Be extremely clear about what 
happens when violations are 

detected

CT



No SCTs



Coordination overhead
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Log operators
Cloudflare

Let’s Encrypt 
Google
Sectigo

TrustAsia
Digicert

User Agents
Apple platforms 

Chrome
Chromium browsers

Android libraries
(More soon!)

Domain owners
Google, BBC, 

usa.gov

CAs
Google, Let’s 

Encrypt, DigiCert

Log monitors
Censys

Cloudflare
crt.sh

Digicert
Entrust

Facebook
Keytos

Hardenize
Sslmate

Stellastra
Report-uri
Merklemap

…

Log verifiers
Cloudflare, 

SSLMate
Sectigo
Google

xyz.com

abc.co.uk

g00.gl

CT ecosystem in 2024

many
plenty 2+ 6+ 12+ 3+

images: Flaticon.com







All of this is slow...
...so we have to focus on what matters.



https://www.reddit.com/r/drawing/comments/15d4261/pineappowl_but_poorly_drawn/

